Assembly Bill No. 158-A ssemblyman Hettrick
CHAPTER..........

AN ACT relating to state government; requiring a state agency,
under certain circumstances, to provide notice to an officer,
employee or contractor of the agency when the agency
accesses or causes to be accessed a computer assigned or
loaned to the officer, employee or contractor; and providing
other matters properly relating thereto.

L egidative Counsel’s Digest:

Existing law requires a state agency that uses computers to create a written
policy setting forth the appropriate uses of the agency’ s computers and to provide a
copy of the written policy to each employee of the agency. (NRS 242.300) Existing
law makes unlawful certain acts regarding computers and information services.
(NRS 205.473-205.513) Pursuant to these existing provisions, an employee is
presumed to have the authority to access and use a computer, system or network
owned or operated by his employer. (NRS 205.509)

This bill requires a state agency to notify an officer, employee or contractor of
the agency if the agency accesses or causes to be accessed a computer assigned or
loaned to the officer, employee or contractor. The notice may be provided either
before or after the access occurs, but not more than 48 hours before or 48 hours
after the access occurs.

This bill provides three exceptions to the requirement for notice. The first
exception applies to instances of access that occur during internal agency
investigations and investigations conducted by a law enforcement agency. The
second exception applies to instances of access that occur in the course of regular
or routine maintenance of a state agency’s computers. The third exception alows a
state agency to access a computer without providing notice if the state agency has
adopted a procedure for recording certain information concerning the access in a
log. Thelog and its contents are confidential and not subject to inspection as public
records, but must be disclosed upon the order of a court of competent jurisdiction.

THE PEOPLE OF THE STATE OF NEVADA, REPRESENTED IN
SENATE AND ASSEMBLY, DO ENACT ASFOLLOWS:

Section 1. Chapter 281 of NRS is hereby amended by adding
thereto a new section to read as follows:

1. Except as otherwise provided in subsection 3, a state
agency that accesses or causes to be accessed a computer of the
state agency that has been assigned or loaned by the state agency
to an officer, employee or contractor for his exclusive or routine
use in carrying out the duties of his position shall notify the
officer, employee or contractor of such access.

2. The notice of access required pursuant to subsection 1
must be provided in a uniform and understandable format. The
notice may be provided before or after such access occurs, but not
more than 48 hours before or 48 hours after such access occurs.

3. The head of a state agency, any state officer to whom the
head of the state agency reports or the appointee or designee of
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either may authorize the access of a computer of the state agency
without providing the notice of access otherwise required by
subsections 1 and 2:

(a) If the access occurs during the course of:

(1) Aninternal investigation which is conducted within the
state agency by the personnel of the state agency as authorized by
law and any information concerning such access is kept in a file
maintained by the state agency pertaining to the investigation; or

(2) An investigation which is conducted by a state or
federal law enforcement agency.

(b) Except as otherwise provided in subsection 5, if the access
occursin the course of regular or routine maintenance conducted
by an employee of the state agency whose duties include the
regular or routine maintenance of the computers of the state
agency and the state agency has adopted by regulation and
implemented the procedure set forth in subsection 4.

(c) If a state agency has adopted by regulation the procedure
set forth in subsection 4 and the access occurs after recording the
information required pursuant to subsection 4.

4. A state agency may adopt by regulation a procedure to
record access to computers of the state agency in a log maintained
by the state agency for that purpose. If a state agency adopts such
a procedure, the procedure must include, without limitation, a
requirement for the recording of the following information
concerning the accessin the log:

(a) The date on which the access will occur and, if known, the
time at which the access will occur on that date;

(b) As determined by the officer, appointee or designee who
authorizes the access, a reasonable explanation of the exigent
circumstances or other relevant considerations which justify
accessing the computer without the knowledge of the officer,
employee or contractor to whom the agency has assigned or
loaned the computer;

(c) The name of each person who will be authorized or
required to perform the access,

(d) The name of each person who will be allowed to examine
information stored on the computer or retrieved from the
computer; and

(e) The name of each person who will be authorized or
required to archive, maintain, store, transfer, transmit or destroy
information retrieved from the computer.
= Thelog described in this subsection, and any entriesin that log,
are confidential and not public books or records within the
meaning of NRS 239.010, but must be disclosed upon the lawful
order of a court of competent jurisdiction.
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5. If an employee discovers evidence of inappropriate use
while accessing a computer to perform regular or routine
maintenance:

(@) The employee shall provide the details of the alleged
inappropriate use to the officer, appointee or designee who
authorized the access, and to any other appropriate personnel of
the state agency; and

(b) Information concerning the access must be recorded in the
log maintained by the state agency.

6. Each state agency that has adopted a policy for the use of
the computers of the state agency shall adopt policies and
procedures for responding to reports of the inappropriate use of
those computers, including, without limitation, provisions relating
to the transfer, transmission and destruction of information.

7. Asused in thissection:

(@) “Access’ includes, without limitation, adding, copying,
deleting, manipulating or observing the files or other information
stored on a computer, whether such actions are carried out
directly or remotely.

(b) “Inappropriate use” means the use of a computer of a state
agency in a manner that:

(1) If the state agency is an agency of the Executive Branch
of State Government, violates the written policy created by the
agency pursuant to NRS 242.300.

(2) If the state agency is an agency of the Legislative or
Judicial Branch of State Government, violates the policy, if any,
established by that agency for the use of the computers of the
agency.

(3) Violates any state or federal law.

(c) “State agency” means an agency, bureau, board,
commission, department, divison or any other unit of the
Executive, Legislative or Judicial Branches of State Government.







<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /SyntheticBoldness 1.00
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth 8
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /FlateEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth 8
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /FlateEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /FlateEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308030d730ea30d730ec30b9537052377528306e00200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /FRA <>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
    /ENU <>
  >>
>> setdistillerparams
<<
  /HWResolution [200 200]
  /PageSize [612.000 792.000]
>> setpagedevice


