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The Bureau of Consumer Protection (“BCP”) is a 
division of the Office of the Nevada Attorney 
General.  Consumer Advocate and Chief Deputy 
Attorney General Eric Witkoski oversees the unit 
which has offices in Las Vegas and Carson City.  

 

Bureau of Consumer Protection 



Mission of the Bureau of Consumer 
Protection 

 To represent public rate payers before the 
Nevada Public Utilities Commission 

 To Enforce Violations of Nevada Deceptive 
Trade Law – NRS Chapter 598 
 Civil Prosecutions 
 Criminal Prosecutions 

 Consumer Outreach and Education 
 



• ID Theft Related Crimes 
• Door to Door Sales and 

Contractor Scams  
• Charity Fraud 
• Do Not Call Violations 
• Sweepstakes Scams 
• Mystery Shopper Scams 
 
 



Identity Theft:  
Prevention and Recovery 



Common Sources of 
Information for an Identity Thief 

• Business records from 
companies or institutions 
where you’re a customer, 
employee, patient, 
student, etc. 

• Your wallet or purse 
• Mail:  who has access? 
• Trash: “Dumpster Diving” 



Additional Common Sources of 
Information for an Identity Thief 
• Skimming of Debit Card Information 
• Internet 
public information 

hacking, theft of client information 

 “Spam” email 

 “Phishing” 
 

 
 

 



INTERNET FRAUD 
PHISHING – internet email notice 



PHISHING 
Hyperlink to fake website 

Hyperlink immediately 
asks you for personal, 
identifying information 
to proceed to “protect 
the security of your 

account” 

Notice 
“Consumer 

Alert” to 
internet fraud! 



PHISHING – Bogus website 
main page 

Notice website 
URL address 

extremely similar 
to legit website 



How Can You Protect Yourself 
from ID Theft?  

• Periodically ask for a copy of your credit 
report and review it carefully. Get your 
free credit reports at:                        
  www.annualcreditreport.com 

• Use secure passwords for your internet 
accounts. If need be, keep a list of your 
passwords and store them in a safe place 
not next to your computer 

• Do not keep personal information in your 
wallet such as social security cards or 
Medicare cards 



Other Steps You Can Take To 
Prevent Identity Theft 

– Do not provide personal information over 
the phone or internet. Governmental 
agencies and banks do not request 
information by email. 

– Guard mail with personal information  
    from the trash. Use a shredder  
– Pay attention to billing cycles 
– Give Out Your SSN Only Where 

Necessary and only to a financial  
institution or governmental agency 

 
 



WHAT TO DO IF YOU ARE A 
VICTIM 
• Notify creditors 

• Place a fraud alert with 
credit reporting agencies 

• File a report with your 
local police 

• File a complaint with the 
Federal Trade 
Commission 



Equifax Credit Reporting Agency 
• Equifax 

– Place a fraud alert on my credit report  
   call 800-525-6285   
– Opt-out of credit offer mailing lists  
   call 888-567-8688  
– Mail correspondence to Equifax  
 Equifax Credit Information Services, Inc 
 P.O. Box 740241 
 Atlanta, GA 30374 
 (800) 525-6285 
 www.equifax.com 

 



Experian Credit Reporting Agency 

• Experian 
– Place a fraud alert on my credit report  
    call 888-397-3742 
– Opt-out of credit offer mailing lists  
    call 888-567-8688  
– Mail correspondence to Experian  
 Experian 
 701 Experian Parkway  
  P.O. Box 9554 

 Allen, TX  75013 
 (888) 397-3742 

  www.experian.com 



Trans Union Credit Reporting Agency 

• Trans Union 
– Place a fraud alert on my credit report  
   call 800-680-7289  
– Opt-out of credit offer mailing lists  
   call 888-567-8688  
– Mail correspondence to Trans Union  
 Trans Union 
 P.O. Box 2000 
 Chester, PA 19022-2000 
 (800) 680-7289 
 www.transunion.com  

 



DOOR TO DOOR SALES 
More seniors are “aging in place” 
Often dishonest or unscrupulous  
   home improvement contractors or   
   repairmen solicit door to door for   
   business  
Those who live alone are common  
   targets 



• Some Tips to Potential Rip-Offs: 
– Offers discounts for finding other customers 
– “Just happens” to have materials left over 

from other jobs 
– Accepts only cash payments 
– Asks you get the required permits 
– Pressures you for an immediate decision 
– Does not list a business number in the local 

telephone directory 
– Don’t let them into you house 
– Don’t do business with door to door sales 

Tips and Prevention 



Tips for Hiring a Contractor 
• Ask friends, neighbors and co-workers for 

referrals 
• Check with local or state consumer 

protection officials to see if there are any 
complaints against the individual/company 

• Check with the licensing boards to make 
sure they are licensed as required by law 

• Get written estimates from several firms 
before you hire anyone 

• Never pay a large sum of money in advance 
• Get all guarantees and warranties in writing 
• Pay with a credit card, never cash 



FOR MORE INFORMATION 

• Contact information 
– Nevada State Contractors Board 

(702) 486-1100 



AVOID CHARITY FRAUD 

Warning Signs and Tips 



Warning Signs of Charity Scam 
• Refuses to provide written information about its 

identity, its mission and how donation will be used 
• Will not provide proof that contribution is tax 

deductible 
• Uses name that closely resembles better known 

organization 
• Asks for donations in cash 
• Offers to send courier to collect donation 
• Guarantees sweepstakes winnings for contribution 



Tips for Giving Wisely 

• Give directly to a known charity of your choice.  It is often 
better to give to someone you know from past dealings. 

• Avoid sound-alike names.  Many scams use names that are 
easily confused with well-respected charities. 

• Ask questions.  Do not rely upon promises made on the 
phone.  Ask to be provided with a written description of the 
program, and a copy of the annual report that shows what 
percent of the income goes specifically to the programs 
and services. 

• Do not be pressured.  Legitimate charities will not pressure 
you into making an immediate donation. 

• Never give out credit card, bank account or social security 
number information over the telephone to someone you do 
not know.  

• Understand that all donations may not be tax deductible  
• Avoid cash gifts 



TO CHECK OUT 
CHARITIES OR GET TIPS 
REGARDING WISEGIVING 

• BBB – www.bbb.org/us/charity 
 

• Charity Navigator - 
www.charitynavigator.org 

  
• GuideStar – www.guidestar.org 

  
• Federal Trade Commission (FTC) 
 www.ftc.gov 



Do Not Call 
• National Do Not Call Registry 

– Consumer registration begins July 2003 
– Telemarketers will be required to “scrub” their call 

lists of all numbers on the Registry beginning 
September 2003 

– Enforcement begins: October 1, 2003 



Do Not Call 

• National Do Not Call Registry (cont.) 
– Exceptions – Companies may continue to call a 

consumer who is on the Registry if the 
consumer: 

• Has an established business relationship with the 
company (runs 18 months from sale, lease, purchase, 
rental, financial transaction) 

• Makes an inquiry or application to the company (runs 3 
months from inquiry or application) 

• Gives express agreement, in writing, for such calls to 
occur 



For More Information 
• To get your telephone number on the National 

Do Not Call List (including residential and cellular 
telephone numbers): 
– Go to www.ftc.gov/node/100031 
– Call (888) 382-1222 

• To file a complaint or to obtain more information:  
– Visit www.ftc.gov or  
– Call the Federal Trade Commission’s Consumer 

Response Center toll-free at (888) 225-5322 

http://www.ftc.gov/node/100031
http://www.ftc.gov/


MAIL FRAUD 

• Bargain 
Vacations 

• Nigerian Mail 
Fraud 



MAIL FRAUD 

• Sweepstakes 
Fraud 



MAIL FRAUD 

• Foreign 
Sweepstakes 
Fraud 



CONSUMER SCAMS 

• Sweepstakes 
Checks 



CONSUMER SCAMS 

• Mystery Shopper 
Scams 



CONSUMER SCAMS 

• Mystery Shopper 
Cashier’s Check 



CONSUMER SCAMS 

• Credit Repair 
Scams 

• Work from Home 
Schemes 

• Fraudulent 
Charities 

• Grandparent 
Scam 
 



HOW TO AVOID BEING 
SCAMMED 
• Never give in to pressure to 

make snap decisions 
• Never do business if the 

seller won’t send written 
information on product 

• Never wire money or use 
Green Dot cards to send 
money to anyone who is not 
personally known to you 
 



HOW TO AVOID BEING 
SCAMMED 
• Never pay fees/taxes on 

any prize 
• Don’t pay money in 

order to win, that is 
gambling 

• Your bank will never call 
you asking for account 
information 



HOW TO AVOID BEING 
SCAMMED 
• If it sounds too 

good to be true, it’s 
probably not true 

• Grandparent scam 
call your grand 
child to see if they 
are home 

• Call the parents 



PONZI SCHEMES 

• Pyramid Schemes 
All pyramids eventually fail 

when it becomes impossible 
to find new participants 
Only those at the very top 

make any money 
The newest participants 

always loose money 

• Gifting Circles 
 



PONZI SCHEMES 
• Multilevel Marketing 
Not Illegal if the primary source of 

income is selling products rather 
than recruiting more people to sell 

Usually requires new people to 
pay money to become salesmen 

Even if legal it is a bad marketing 
plan since paying all the people 
up the chain requires that the 
price of the product be too 
expensive to compete in the open 
market which results in the failure 
of most businesses in a short time 
 



Help Us Help You 
Prior to 2009 the Consumer Affairs Division was the primary agency 
for consumer protection in Nevada with a large number of 
investigators and special statutes regarding travel agencies, health 
clubs, dance clubs, telemarketers and local business schemes. 
 
In 2009 Governor Gibbons convinced the Nevada Legislature to 
eliminate the Consumer Affairs Division. The BCP currently has only 
two attorneys in Carson City and two attorneys in Las Vegas – and 
no investigators 
 
Basically consumers are on their own for all but the most egregious 
criminal or civil violations leaving no help to most consumers in 
Nevada 
 
Call your Nevada legislative representatives and tell them to 
reestablish the Consumer Affairs Division and give consumer 
protection back to Nevada citizens 
 



ANY QUESTIONS? 

Contact information 
John  R. McGlamery 

Senior Deputy Attorney General 
Carson City Office of the Attorney General 

775-684-1169 
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